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Abstract 

 

This study is an investigation into the factors affecting patient dissatisfaction among Saudi 
hospitals. The selected factors considered for analysis are security of information sharing, 
operational practices, disruptive technologies, and the ease of use of EHR patient information 
management systems. From the literature review section, it was clear that hardly any other 
studies have embraced these concepts in one as was intended by this study. The theories that 
the study heavily draws from are the service dominant logic and the feature integration theory. 
The study surveyed 350 respondents from three large major hospitals in three different 
metropolitan cities in the Kingdom of Saudi Arabia. This sample came from members of the 
three hospitals that were willing to participate in the study. The number 350 represents those 
that successfully completed the online questionnaire or the limited physical questionnaires in 
time. The study employed the structural equation modelling technique to analyze the 
associations. Findings suggested that security of information sharing had a significant direct 
effect on patient satisfaction. Operational practice positively mediated the effect of security of 
information sharing on patient dissatisfaction. However, ease of use failed to significant 
impact this association. The study concluded that to improve patient satisfaction, Saudi 
hospitals must work on their systems to reinforce them against the active threats on the privacy 
of patients’ data by leveraging disruptive technology. They should also improve their 
operational practices by embracing quality management techniques relevant to the healthcare 
sector.  
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1. Introduction 

The world is becoming more sensitive to privacy issues, especially now that information is 
a commercial product. The previous practices regarding information sharing have now come 
under heavy scrutiny by suspicious bystanders [1]. While hospitals may be naively sharing 
with other parties, the other parties could take advantage of this information by harvesting and 
selling it [2]. Another potential casualty is this information featuring in third-party studies for 
which the participating patients have not given their express consent to the researchers to use 
their data [3]. During the COVID-19 pandemic in Saudi Arabia, the world of healthcare shared 
data with third-parties including other hospitals and the government. This practice was 
considered normal and acceptable to the public. However, it is possible that some patients may 
have had reservations on the same.  

Some researchers argue that because they do not reveal the identity of the participants, their 
consent may be irrelevant. However, research ethics dictate that studies using the primary data 
from participants should seek their express authority [4]. It is extremely difficult to follow the 
information sharing trail to where entities buy this data or use it in research. Nevertheless, it 
all begins at the point where patients share it with their healthcare service providers. The use 
of digital systems in capturing and transmitting this information has made it even more 
difficult to tell whether or not it is susceptible to malicious use in the software [5]. In the wake 
of this revelation, patients become more uncomfortable sharing some of their personal 
information fearing that it will end up in the hands of an unauthorized third party. This study 
investigates the associations among disruptive technology, security of information sharing, 
and patient dissatisfaction. 

2. Literature Review 
Information sharing in healthcare refers to the process through which facilities share data 

about their patients with other facilities. This information is mostly given in its crude form 
with its identification labels such as name and residence details. The need for sharing this 
information is not in doubt. However,[6] cast aspersions regarding whether the receiving 
parties actually use this information to enhance the quality of care of the patient in question. 
These doubts are what constitutes the need for securing patient information even during its 
transmission to other parties. Patients prefer to have their illness and treatment information 
kept confidential [7]. However, physicians have the legal authority to share it with other parties 
such as ambulance services and other hospitals when a patient is being transferred. The risk of 
misuse of this transmitted data is even more pronounced when it is digital [8]. The rise of 
artificial intelligence makes it possible to analyze big data, thereby exposing personal patient 
information to unauthorized analysts. 

The effect of data security on patient satisfaction is a broadly examined scholarly area of 
research. According to [9] patient satisfaction is a product of many variables, among which 
privacy is one. The source claims that whenever a patient feels that their information is not 
safe, they are not likely to be more forthcoming with it. Healthcare organizations that give the 
explicit assurance that patient data is safe in their hands tend to attract more patients to their 
facilities, especially for chronic illnesses such as HIV and Cancer [10]. Some people would 
rather go through these illnesses without being subjected to public scorn. The only use of their 
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personal data that patients would understand is if it offers some potential improvement in their 
treatment. 

Additionally, the security of information sharing often results in patients being free with 
their physicians and nurses. [11] finds that the fact that some patients may have had bad 
experiences in the past is already enough to have them not share sensitive information with 
their caregivers. Hence, the source underscores the need to ensure that patients trust the system 
for them to be open about their personal information. In [12], the researchers concluded that 
openness of patients is a prerequisite to proper diagnosis and treatment. However, data privacy 
is a concern for many who may wish to share their personal information with physicians[8]. 
When a patient reports back to a hospital, it is good practice to ask them about their information 
rather than chest-thumping that the facility has it already. It makes some patients feel 
uncomfortable. 

Ensuring that information is shared securely is good practice because it conforms 
expectations of all stakeholders. Operationally, patient data is quite sensitive. Hence, 
healthcare organizations go to all lengths to ensure that it is protected. [6] argue that it is the 
operational responsibility of the IT or EHR department to guarantee the safety and privacy of 
all patient data. While sharing, it is considered best practice to conform to data privacy laws 
and technologies[8]. The success or failure of hacking and other malicious attempts at patient 
data inform the operational performance scores of the EHR department. These performance 
metrics are used to determine whether the system needs a security boost or that it is secure. 

The security of information while sharing is what has prompted several healthcare 
organizations to consider operational changes. When management feels that its data 
transmission and sharing processes are not at par with current standards, it is an indication that 
its operations are at risk [13]. Hence, it would be time to consider more robust and secure data 
management technologies. Most of these organizations feel safe with blockchain, and it is 
because the technology has proven to be highly secure even to the most vicious attacks[14]. It 
has now become an operational practice for firms to engage in this technology. Hospitals 
follow closely the developments in this field because they appreciate the boost that it has given 
to their operations. 

A system’s ease of use refers to the simplicity in design and functionality of healthcare 
electronic record systems (EHR). There are many ways with which a facility can enhance the 
ease of use of its digital systems. One such possibility is by tapping into Application 
Programming Interfaces (APIs), which provide requested data on a need basis [15]. Another 
possible mitigation is by using third-party software to accomplish tasks. These methods expose 
hospital data to third parties even when management is unaware of these happenings in the 
background. Trade-offs between ease of use and security are what prompt major hospitals to 
invest in their own technological systems [16]. Nevertheless, at some point, healthcare 
facilities have to rely on public data from repositories. It is at this point that the facilities expose 
themselves to phishing and hacking. Those that insist on not tapping into publicly available 
data have to do it the hard way, which is usually inconvenient. 

Operational practice is the degree to which an organization achieves its operational goals 
by adhering to the Total Quality Management expectations. The TQM model requires that a 
firm must attempt continuous quality improvements organization-wide [17]. One of the ways 
in which healthcare facilities achieve this objective is by upgrading the security of their data 
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and that of their patients. One way of securing data is by enabling the two-factor authentication 
algorithm for all system users [18]. In this case, a username and a password are not enough to 
log in. Some use verification codes sent to a user’s email address, while in other cases, the 
system sends this code to the user’s phone. These security measures are effective in ensuring 
that only authorized personnel can log in. However, these mechanisms are somehow 
inconvenient, especially if the logging in is a requirement each time the system wakes up from 
idle time [19]. Hence, there is a trade-off between security of information sharing and 
operational practice. 

The application of best operational practices such as Kaizen and six sigma mediate the 
relationship between security of information sharing and patient satisfaction. Six sigma has 
the potential to shorten wait times, reduce medication errors, increase turnaround time for lab 
results, and prevent falls [20]. According to [21], the ‘Define, Measure, Analyze, Improve, 
and Control’ (DMAIC) facilitates patient satisfaction through the use of technological systems. 
The source finds that fragmented processes and a dismal communication system can leverage 
DMAIC to improve patient satisfaction in a hospital setting. Similarly, [22] find a linkage 
between patient information security, six sigma, and patient satisfaction. The researchers 
report that a more comprehensive approach hospital culture on data security can have an 
impact on quality management, which then impacts patient satisfaction levels. 

Using the Kaizen framework, hospitals are leverage improve upon the functionality of 
information systems, which ultimately impacts patient satisfaction. [23] claims that the 
evolution of the Kaizen concept in healthcare has positively impacted several aspects within 
it. One such way in which the concept has been helpful is by facilitating the use of information 
management systems in hospitals, especially the HER [20]. This notion is also reflected in 
[11], where the investigation finds that optimizing the workplace using Kaizen concepts helps 
to ensure that EHR systems positively impact patients by giving them better experiences while 
at the hospital. The relationships between security of information sharing may not be too 
apparent in these studies. However, their conclusions seem to allude to the existence of such 
a relationship. 

Disruptive technology is technology that substantially impacts the current operational 
landscape. Its ability to change the landscape stems from the fact that such technology has 
superior attributes relative to those engrained in the incumbent systems [24]. Because of these 
features, its adoption is fast, and its acceptability is also wide. In the current dispensation, 
artificial intelligence technologies are on the rise, especially in the healthcare sector. As [25] 
find, nowadays, physicians no longer need to be all-knowing because they have AI at their 
disposal. For example, by feeding the system with a patient’s symptoms, the AI algorithm can 
predict the diagnosis from the most likely to the least likely disease. Artificial intelligence is 
also engrained into other technologies such as cancer computerized tomography (CT) scan 
[26]. Disruptive technologies are inherently unpredictable. There is no telling which next 
technology will sweep the healthcare industry. 

Disruptive technologies have been largely responsible for the overhaul of systems in the 
healthcare sector. Artificial intelligence is one such technology that has made it considerably 
easier to work with previously installed systems. According to [27], artificial intelligence is 
beneficial because it takes the pressure off a physician. Most of the pressures stem from the 
fact that wrong diagnoses lead to wrong treatment plans, which may be fatal at worst. However, 
relying on artificial intelligence has made it possible to confirm their personally made 



KSII TRANSACTIONS ON INTERNET AND INFORMATION SYSTEMS VOL. 16, NO. 10, October 2022                            3317 

diagnosis with what the AI predicts [28]. Coupled with big data, artificial intelligence is rising 
in its adoption in the healthcare sector because they simplify the previously tedious tasks that 
required high levels of intelligence. 

The topic on disruptive technology and security of information is dominated by scholarly 
resources advocating for the adoption of blockchain technology. According to [29], this 
technology is secure because it uses a public ledger to confirm and verify transactions. 
Conventional systems work from a centralized point from where all authentication and 
verification occur. Blockchain’s architecture is by default decentralized. Using self-executing 
programmable protocol, it is possible to develop a blockchain model that effectively protect 
patient data, allow patients to have full control over their data, and ensuring data provenance 
[30]. These data protection mechanisms are what make healthcare organizations move towards 
blockchain technologies. 

Similarly, [31] draw significant relationships between blockchain technology as a form of 
disruptive technology on the security of patient information. The source particularly lauds the 
ability of the blockchain technology to share and storing of medical records discretely. This 
notion is also echoed in [32], where the researchers attest to the fact that blockchain technology 
is the future of the healthcare sector because of the sensitivity of data storage and sharing. 
Again, its decentralized principles seem to be the feature that resonates well with stakeholders 
in this sector [33]. The fact that the technology has been adopted widely in the healthcare 
sector indicates that it will be long before another technology trounces its footprint. However, 
the possibility of other technologies being built upon it is quite high because of its ease of 
integration with other technologies. 

Patient dissatisfaction is the degree to which a patient forms a negative opinion of a health 
facility or its services because of their personal experiences with the said facility. Factors 
contributing this opinion are many, one of which is regarding how they observe or feel or think 
that the facility is using their private information [34]. According to them, it is a violation of 
the doctor-patient confidentiality if their private information finds its way to the public or even 
in the hands of a third-party physician. For this reason, facilities try to shield their patients 
from the background processing and transmittal of their information. Hospitals registering the 
best patient satisfaction metrics in terms of security of information are those that create a wall 
between patient data collection and how the data is utilized [35]. Other factors that influence 
patient satisfaction are the quality of healthcare, duration of stay at the hospital, interactions 
with hospital staffs, and their previous opinion about the facility or treatment plan. 

3. Theoretical Background 
3.1 Service Dominant Logic 

This theory belongs to a category of dominant logic theories. Such theories explain the 
means through which firms realize their profits. In this case, the service-dominant logic 
explains the creation of value by an organization through intangible exchanges among actors 
[36]. The underlying assumption is that people use their competencies to benefit others and 
they still benefit from others’ competencies. The theory is being applied across industries and 
geographical locations, which affirms its workability [37]. The S-D Logic views these 
exchanges as service for service exchanges [38]. In the business environment, the theory 
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asserts that while the quality of a product deserves attention, even more important is the 
experience to which the business subjects its customers [39]. By focusing more on the delivery 
of a service or good to the customer, a business is said to be adopting the service-dominant 
logic.  

The theory is applicable in explaining the value-adding exchanges in the healthcare sector. 
The experiences that a patient goes through the hospital is of greater influence on their 
perception of quality than the actual medical procedures [40]. The theory seemingly explains 
the association between security of information sharing and patient dissatisfaction. Patients 
visit hospitals for treatment. However, they expect more from the hospital than just the 
treatment they seek. One of these expectations is privacy. If a healthcare facility cannot 
guarantee the security of a patient’s information, they are unlikely to be satisfied with the 
treatment [3]. Additionally, having patients wait in line for hours before attending to them 
reduces the perceived quality of service and their satisfaction levels. In this case, the theory 
links operational practice to patient satisfaction. Hence, the exchanges occurring between 
patients and a hospital are more than just the treatment. 

3.2 Integration Theory 

The integration theory, otherwise known as the feature integration theory, is a theoretical 
model in psychology. It explains how people form opinion about phenomena by observing and 
internalizing the various features of the phenomena [41]. The underlying principle is that 
people do not perceive an object first; rather, they perceive its features such as movement, 
shape, and color. These features contribute highly to how they ultimately form an opinion on 
the object [42]. The theory contends that perception occurs after the completion of two stages. 
The first stage is the pre-attention stage, which is automatic, and it involves an individual 
focusing on one distinguishing factor [43]. The second stage involves an individual’s active 
attention to form an opinion. 

In healthcare, this model is applicable in that, patients do not form an opinion of a hospital 
as a unit. Instead, the features of the hospital such as the buildings, hospitality of staff members, 
proficiency of physicians, waiting time, and the location of the facility [44]. After internalizing 
these features, a patient may form a positive or negative opinion depending on which features 
are important to them. The model seems to explain the relevance of operational practices and 
how they mediate security of information sharing to result in patient satisfaction or 
dissatisfaction. In this case, if the patient finds short waiting lines, empathy from personnel, 
effective treatment, and a good physical environment, they tend to perceive the facility 
positively [45]. This perception ultimately leads to their satisfaction.  

3.3 Conceptual Framework and Research Hypothesis 

Based on the objectives, the conceptual framework of the study has multiple dependent 
variables and multiple independent variables. However, the ultimate dependent variable is 
patient satisfaction. Fig. 1 diagrammatically illustrates the potential associations between the 
variables and groups of variables. 



KSII TRANSACTIONS ON INTERNET AND INFORMATION SYSTEMS VOL. 16, NO. 10, October 2022                            3319 

 

 Fig. 1. Conceptual Framework for the Study 

H1 - Disruptive technology has an impact on security of information sharing 

In this hypothesis, the study preconceives that disruptive technology has a positive impact 
on the nature of information sharing among the three Saudi Hospitals. [25] find that disruptive 
technologies have positively contributed to the enhanced security around sharing of patient 
data. With the rise of emerging technologies, specifically blockchain, the expectation is that 
healthcare facilities use such technologies to improve the security of information exchanges. 
According to [25], blockchain is a disruptive technology that is particularly useful in 
enhancing the security of online activities. Hence, the effect of disruptive technology on 
information sharing should be significant and positive. 

H2 - Security of information sharing has an impact on patient dissatisfaction 

The hypothesis envisions that by not guaranteeing patients of data privacy when sharing 
information with other facilities and authorities, patient dissatisfaction occurs at the three 
Saudi Hospitals. While patients may understand that sharing this information with other 
facilities is important for their care, there is no guarantee that the information will be used 
specifically for this purpose [4]. Hence, the lack of trust on the process leads patients to 
consider that the worst will happen to their information after sharing it with a hospital. 

H3 - Security of information sharing has an impact on operational practice 

This hypothesis contends that the practice of sharing patient information between and 
among healthcare facilities is good for the operations of Saudi Hospitals. Having access to a 
patient’s medical records implies that the current medical practitioner does not have to conduct 
some tests on the patient [13]. It also prompts the physician in question to only conduct tests 
that have not been done on the patient. It reduces the time it takes for patients to obtain 
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feedback on their health statuses, which is a good operational practice. Additionally, [44] finds 
that when the security of information sharing is sabotaged, there might be a need to overhaul 
the entire system and check for vulnerabilities. During this time, the system may be 
unavailable or supporting only a few limited functionalities. It can paralyze a hospital for days, 
weeks, or months until the experts have unearthed the source of the security breach. Therefore, 
security of information sharing has a positive effect on operational practice. 

H4 - Disruptive Technology has an impact on Ease of use 

This hypothesis contends that emerging technologies of a disruptive nature tend to improve 
the ease of use of hospital management systems at the selected Saudi Hospitals. According to 
[31], newer technologies in the industry have had a positive effect in how hospitals execute 
digital transactions. They do so by enhancing the user interfaces, using artificial intelligence 
to make more accurate predictions, and including more features that make digital operations 
more seamless. Hence, disruptive technology should have a significant and positive effect on 
the ease of use. 

H5 - Operational practice moderates the relationship between security of information 
sharing and patient dissatisfaction 

This hypothesis suggests that the effect of security of information sharing on patient 
dissatisfaction is mediated by operational practice at targeted Saudi Hospitals. It means that 
guaranteeing the security of information is not enough to mitigate patient dissatisfaction. 
According to [44], good operational practices such as the adoption of Kaizen and six sigma 
improves significantly improve the predictive ability of security of information sharing on 
patient dissatisfaction. This positive mediating effect comes as a result of the power of such 
techniques to influence the service offered to patients. The source also adds that the use of 
total quality management practices can be added upon any other hospital strategy to mitigate 
patient dissatisfaction.  

H6 - Ease of use moderates the relationship between security of information sharing and 
patient dissatisfaction 

This hypothesis contends that the ease of use of disruptive technology mediates the effect 
that security of information sharing has on patient dissatisfaction at Saudi Hospitals. It is not 
enough to have the technologies; the question is whether they can be used in the context in 
question. [31] contends that the ease of use of hospital systems ensures that patients are served 
fast and effectively. Hence, the source claims that having an easy-to-use hospital management 
system promotes satisfaction provided there is the guarantee that patient data captured in the 
process is safe from unauthorizes access. As [33] argue, blockchain technology is a difficult 
concept that applying it in a healthcare setting and expecting users to be comfortable with it 
may not be realistic. There is a need to abstract the technical features and allow users to interact 
with the regular features that they are used to. In this configuration, security of information 
sharing would be guaranteed and patient dissatisfaction mitigated. 
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4. Research Methodology 
4.1 Construct Measurement and Questionnaire Design 

To establish the factors contributing to customer dissatisfaction, this study considered four 
variables, namely security of information sharing, disruptive technology, ease of use, and 
operational practice. As a primary research investigation, the study relied on a questionnaire, 
which the researcher used to obtain responses from hospital staff members from various 
facilities. The measurement of these construct variables utilized the Likert scale of 1 through 
5, where 1 indicated the lowest level of agreeableness and 5 indicated the highest 
agreeableness level by an individual. In ensuring content validity of the instrument, the 
researcher sourced the questions for each construct from peer reviewed articles that dealt with 
a specific construct. Table 1 shows the questions, their parent constructs, and their sources. 

Table 1. Constructs and survey items 
Construct Survey Question Sources 

Security of 
Information 

Sharing 

Our staffs are well-trained on enforcing the security of 
EHR, patient information maintenance and sharing 

[6] 
Our EHR systems are audited periodically to detect and 
unroot phishing and other unauthorized access to patient 

information 
Sharing patient data for research usually does not attach 

the identities of patients to the shared data 

Operational 
Practice 

Our facility engages in total quality management practices 
in all areas of operation during the pandemic 

[46] 

Our facility extensively implements the Kaizen approach 
in carrying out its operations to enhance the safety and 

comfort of patients during the pandemic 
Our facility extensively implements the six-sigma model 

to eradicate queues and enhance the efficiency of 
operations 

Disruptive 
Technology 

Our facility’s systems utilize the blockchain technology to 
enhance security and functionality 

[47] A significant proportion of our systems’ functionalities 
are powered by artificial intelligence 

We adapt to the newest technological trends fast 

Ease of Use 

Our systems’ user interfaces are simple and intuitive to 
interact with 

[48] The organization of menus and items on our systems 
foster expediency and efficiency 

The interfaces running on our systems prevent errors and 
wrong input 

Patient 
Dissatisfaction 

We receive a significant number of patients from referrals 

[45] 
Many of our patients explicitly acknowledge their 

satisfaction with our services 
We have many cases of repeat patients coming to our 

facility 
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In affirming the content validity of the instrument, the researcher engaged research experts 
who examined the questionnaire to determine whether the questions were relevant to the 
attainment of the purposes of the investigation. The outcome of their examination was positive 
because they found all the questions relevant. Hence, the content validity of the questionnaire 
was 100%. There was a need to establish the instrument’s reliability. Firstly, the researcher 
conducted a mini-study, which involved 20 participants five times. After the analysis of the 
results, the study found that the consistency among responses given by the same respondents 
was 98%, which confirmed the reliability of the tool. Additionally, the researcher considered 
running reliability tests of the data on SPSS. Using the software, the study found that the 
Cronbach’s Alpha depicting reliability was 95%, which was acceptable since it was greater 
than the threshold of 70%.  

4.2 Sampling and Data Collection 

The study engaged with 3 hospital staffs in Saudi Arabia. All these hospitals which the 
researcher leveraged to disburse links to the online questionnaire. In this case, the researcher 
first approached the management of the hospitals and indicated their interest to carry out the 
survey. After the acceptance, the researcher was introduced to various heads of groups around 
the hospital with whom they shared the questionnaire links. The group leaders then shared the 
links via secure email system. The number of attempts made to respond to the questionnaire 
was 434. However, complete and valid responses were 303. Computing the response rate is 
hard because the number of staffs exposed to the links is unknown. 

Apart from the online disbursed questionnaire, the researcher also used a paper-based 
questionnaire, which was shared with departmental heads at the hospitals. The number of 
questionnaires shared in this way was 51. Those that managed to fill them in and hand them 
back were 47. Hence, the response rate was 92.2%. The data obtained was cleaned for outliers 
and validated programmatically using the SPSS software. In building the structural equation 
models, the researcher opted for AMOS as the preferred tool to draw the model and produce 
outputs. Some of the tabular data needed some editing for presentation purposes. Therefore, 
the researcher used MS Excel to edit their appearance. 

5. Data Analysis 
5.1 SEM Approach to the Operationalization of the Study Constructs 

In this section, the study establishes the assessment of the measurement model and computes 
some reliability and validity metrics. 

5.2 Assessment of the Measurement Model 

To carry out the structural model analysis, the study used the AMOS software. The analysis 
first established the reliability coefficients of the variables under investigation as reported in 
the subsequent sections. The primary variables that were considered for analysis were patient 
dissatisfaction, security of information sharing, disruptive technology, ease of use, and 
operational practice.  
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5.3 Indicator Reliability 

Indicator reliability refers to the ability of the construct variables to consistently explain the 
variance in the target variable. The path-weighting scheme is more reliable relative to the 
factorial scheme. This analysis used the factor loadings and their respective error values to 
compute the indicator reliability of all the construct variables in the study. Findings suggested 
that all the indicators passed this reliability test because they all scored at least 0.700, which 
is the conventional threshold acceptable to affirm the consistency of indicator variables as 
shown in Table 2. 

Table 2. Constructs Evaluation 

Construct Items Factor 
Loading 

Composite 
Reliability Indicators Cronbach's 

Alpha AVE 

Security of 
Information 

Sharing 

SIS 1 0.9 
0.86 3 0.843 0.67 SIS 2 0.771 

SIS 3 0.773 

Disruptive 
Technology 

DSR 1 0.521 
0.71 3 0.713 0.47 DSR 2 0.535 

DSR 3 0.929 

Ease of Use 

EOU 1 0.787 
0.81 3 0.792 0.58 EOU 2 0.818 

EOU 3 0.683 

Operational 
Practice 

OPR 1 0.691 
0.71 3 0.713 0.45 OPR 2 0.631 

OPR 3 0.694 

Patient 
Dissatisfaction 

PDS 1 0.751 
0.84 3 0.824 

 
0.65 

 
PDS 2 0.920 
PDS 3 0.726 

 
 

5.4 Internal Consistency 

The internal consistency of an instrument is determined by examining the degree to which 
the specific question variables explain their latent constructs. The universally acceptable level 
is 0.70 as the minimum value. The analysis indicated that all the variables scored an internal 
consistency value of 0.777, which is greater than 0.70. Hence, the instrument can be considered 
to be internally consistent as shown in Table 2. 

 
 
 
 
 
 
 



3324                                                         Beyari et al.: The Effect of Security Information Sharing and Disruptive Technology on  
Patient Dissatisfaction in Saudi Health Care Services During Covid-19 Pandemic 

5.5 Convergent Validity 

Convergent validity occurs when an item and its intended measurement constructs correlate 
significantly. Essentially, an item’s measurement should have a strong association because the 
child variables explain the parent variable. Without this correlation, it would imply that the 
some of the selected construct or indicator variable does not accurately measure the parent 
variable. To compute convergent reliability, this study considered the Average Variance 
Extracted values, which are reported in the AVE column of Table 2 Findings indicate that two 
construct variables scored greater than 0.5. The minimum acceptable value is 0.5. Therefore, 
most indicator variables seemed to fail on the convergent reliability test. 

 

5.6 Discriminant Validity 

Discriminant validity is acceptable where the indicators of a variable explain that variable 
more than they do explain other variables in the model. In other words, a construct variable 
should not be explained better by question variables belonging to other construct variables. To 
make this determination, the Fornell-Lacker Criterion was used, where the discriminant 
validity value must be greater than the correlation coefficients. From Table 3, it is clear that 
all the construct variables passed the discriminant validity test. 

Table 3. Discriminant Validity test 

 

Security of 
Information 

Sharing 

Disruptive 
Technology 

Operational 
Practice Ease of Use 

Security of 
Information Sharing 0.817    

Disruptive 
Technology 0.735 0.688   

Operational Practice 0.681 0.681 0.765  

Ease of Use 0.596 0.669 0.596 0.673 
 

5.7 Assessment of the Structural Model 

Fig. 2 shows the structural model developed in AMOS to depict the associations between 
and among study variables. 
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Fig. 2. Structural model 

5.8 Model Fit 

From the examination of the model and as shown in Table 4, it is clear that it is significant. 
The chi-square test run indicates that it scored 466.936 (p=0.000, df=84) on the default model, 
which implies that the chances of obtaining a discrepancy from the model projections are very 
low. For this reason, the analysis suggests that the model is significant as a whole. However, 
there is a need to inspect the significance of the individual elements of the model regarding 
their effect on patient dissatisfaction. 
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Table 4. Model fit indices 
Model NPAR CMIN DF P CMIN/DF 

Default model 36 466.936 84 .000 5.559 
Saturated model 120 .000 0   

Independence 
model 15 2949.989 105 .000 28.095 

The effect of information sharing on patient dissatisfaction was the highest, as it scored a 
beta coefficient of -0.70 and R Squared of 0.49. This value suggests that the security of 
information sharing explains 49% of the variation in patient dissatisfaction. The effect of 
security of information sharing on operational performance was denoted by a beta coefficient 
of 0.64, and an R Squared Coefficient of 0.41. Again, this value suggests that security of 
information sharing explains 41% of the variation in operational practices. The effect of 
security of information sharing on patient dissatisfaction mediated by operational practice 
scored a beta coefficient of -0.13. This effect was minimal but still significant. Ease of use had 
a negative mediation effect on the effect of disruptive technologies on patient dissatisfaction, 
as it scored a beta coefficient of -0.07. It is a mild effect and cannot be considered to be reliable 
as such. The effect of disruptive technology on the ease of use of healthcare systems was 
denoted by a beta coefficient of 1.26 as shown below in Table 5. 

Table 5. Path Analysis 
Hypothesis Path Beta p-value Result 

H1 DSR  SIS 0.20 0.00 Supported 

H2 SIS  PDS -0.70 0.00 Supported 

H3 SIS  OPR 0.64 0.00 Supported 

H4 DSR  EOU 1.26 0.00 Supported 

H5 SIS  OPR  PDS -0.13 0.00 Supported 

H6 DSR  EOU  PDS -0.07 0.00 Supported 

6. Discussions, Implications and Limitations 
6.1 Discussions and Implications 

The study has revealed that disruptive technology has a significant effect on security of 
information sharing. This effect implies that disruptive technologies are an integral part of 
hospitals’ efforts to secure patient information while sharing it. The study was compelled to 
refuse to reject the relevant null hypothesis because sufficient evidence had come to light to 
support it. For a one of the hospitals, these findings imply that the adoption of disruptive 
technologies can positively influence the ability of the hospital to secure patient information. 
These findings are consistent with the study conducted by [25]. The said investigation argues 
that technologies such as blockchain have significantly improved the manner in which 
information storage, dissemination, and transmission occurs in the healthcare field. 
Information disseminated in this fashion evades unauthorized interceptions and usually 
protects the identity of the owner. Similarly, [6] posit that emerging technologies in data 
management are focusing on the protection of patients’ privacy. Research studies that require 
patient information do not necessarily have to obtain their identity. Hence, disruptive 
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technologies such as the one mentioned above has been instrumental in ensuring that such 
studies only get what they need.  

Findings have suggested that the security of information sharing significantly impacts 
patient dissatisfaction levels. The negative effect implies that if a hospital enhances its 
compliance with securing patient data, their patients’ dissatisfaction levels are likely to decline. 
These findings seem to affirm the hypothesis held throughout the study that the sharing of 
patient information affects patient dissatisfaction. This position is consistent with that held in 
the study conducted by [4]. The study consistently claims that when patients feel that their 
personal data is not safe in the hands of a healthcare provider, their dissatisfaction levels 
dwindle. This low satisfaction manifests even in the even that the patients have been accorded 
quality treatment at a facility. According to [15], low satisfaction by patients is a key indicator 
that a hospital is not performing to its level best. By simply enhancing the security around the 
management of patient data, this study has shown that healthcare facilities can improve their 
patients’ perception of quality. It is an indication that securing patient data and explicitly 
showing these efforts to patients can go a long way in enhancing their satisfaction levels. 

The investigation has revealed that security of information sharing has a significant effect 
on operational practice. For this reason, the study had to refuse to reject the null hypothesis 
made beforehand suggesting that operational practice was a product of security of information 
sharing. The systems that hospitals use are subject to both internal and external experts. If a 
hospital exhibits any signs of insecurity, audits and repairs may ensue for several days, weeks, 
or months to unearth the security threat. During this time, operations may not as smooth 
because of the absence or limited use of the system to transaction. Hence, the association 
between security of information sharing and operational practice. Also, securely transmitting 
patient information between and among healthcare organizations is critical to the operations 
of such entities. These findings seem to concur with those established in the study by [38] 
where the researchers indicated that if a facility has access to a patient’s medical records, it 
does not necessarily have to carry some tests already done on the patient in the recent past. 
Such information is great operational significance because it saves time and helps to zero in 
on the problem. 

Findings indicated that disruptive technologies have a significant impact on the ease of use 
of hospital electronic health records systems. For this reason, the researcher refused to reject 
the null hypothesis held throughout this investigation. The ease of use, which is measured by 
efficiency, navigability, intuitiveness, and vulnerability to errors, is a key metric when 
determining whether a system is fit for use in a hospital. Saudi hospitals can leverage this 
information to enhance the ease of use of its systems. As noted in [48], the execution of digital 
transactions has been enhanced by emerging technologies over time. A good example given 
in this context is artificial intelligence, which has ensured that medical diagnoses are efficient 
by using intelligent collaborative software. Hospitals in some regions seem to be benefitting 
from this technology, as it has streamlined their operations and alleviated many of physicians’ 
deficiencies.  

The study finds that operational practice effectively subtly mediates the effect of security of 
information sharing on patient dissatisfaction. Even here, the researcher refused to reject the 
relevant null hypothesis because there was sufficient evidence to suggest some mediation. It 
meant that while the security of information sharing variable was effective in influencing 
patient dissatisfaction, operational practice could also affect this relationship. If Saudi 
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Hospitals improve their operational practices, they can leverage security of information 
sharing to impact patient dissatisfaction. According to [28], quality management practices 
such as Kaizen and Six sigma have been known to impact patient satisfaction levels even in 
hospitals where the security of information sharing is guaranteed. By applying these quality 
management techniques, Saudi hospitals would be building an even more robust strategy 
against patient dissatisfaction. This study has made the novel revelation that the security of 
information sharing coupled with proper operational practices can have a significant positive 
effect on patient dissatisfaction levels. If hospitals can leverage on these findings, they stand 
a chance of alleviate patient dissatisfaction by a great margin. 

The study failed to establish a significant mediating effect of the ease of use in the 
relationship between security of information sharing and patient dissatisfaction. Therefore, the 
researcher rejected the null hypothesis held throughout the investigation. The evidence was 
insufficient to back up the claim that ease of system use significantly mediates between the 
two main variables. While it is a good practice for Saudi hospitals to consider enhancing the 
use of information systems, its effect on patient dissatisfaction is minimal. The findings are 
inconsistent with those established in the study by [45]. The said study finds that the ease of 
use of hospital systems contributes positively to limiting patient dissatisfaction by leveraging 
the security of information sharing. By examining the concepts closely, it seems the findings 
in this study are justified. There should not be a significant relationship between the ease of 
use of EHR systems and how patients gauge their dissatisfaction. The two are fairly distant 
concepts with minimal points of intersections. 

6.2 Limitations 

The study in focus succeeded in finding answers to the purpose and objectives of the 
investigation. However, it encountered some limitations that could have had a negative effect 
on the validity of the reported findings. Below is an outline of the said limitations. 

1. The researcher did not have control over who answered the online questionnaire. The 
disbursement of the questionnaire was via a link that was sent to the healthcare 
professionals of the three hospitals via official email. However, these links could have 
been further shared with other parties that had little knowledge on the subject at hand. To 
counter against such as possibility, the researcher specifically instructed that the survey 
was to be taken only by healthcare professionals. 

2. Some respondents may have attempted to answer multiple times, which would have 
violated the expectations of the study. To curb against this possibility, the online survey 
required one to register with an email before attempting to fill in their answers. If an email 
has already been used to answer, such a respondent would be unable to proceed beyond 
the first page. 

3. The respondents may have been biased while answering the questions. Some respondents 
may have felt the need to defend their hospitals so that the facility does not appear reckless 
for not having adopted latest technologies. In this case, they may have answered in favor 
of their organization even if the information provided is untrue or inaccurate in some 
aspects. The researcher preempted this possibility by explaining to the respondents about 
the importance of answering in truth. This information was included at the beginning of 
the questionnaires, right after one has signed the informed consent form. 

4. While many Saudis and those working in Saudi hospitals are usually well-versed with the 
English language, there are some who are not as comfortable. Such people would give 
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wrong answers because they may have misunderstood the questions. Also, because of 
language difficulties, they could have reached out to friends to fill the questionnaire for 
them. Such a scenario would be disastrous because the data collected would be inaccurate. 
Therefore, in anticipation of this eventuality, the researcher prepared the questionnaire in 
English and Arabic. Respondents were at liberty to select which language they feel more 
comfortable in. 

7. Conclusion and Future Research  
This study has investigated the effect of security of information sharing on patient 
dissatisfaction. It included other factors such as disruptive technologies, operational practice, 
and ease of use to reach its conclusion. It reached out to three hospitals in various regions of 
the kingdom must work on their systems to reinforce them against the active threats on the 
privacy of patients’ data by leveraging disruptive technology. While at it, they should also 
consider ensuring that their operational practices embrace quality management techniques. 
Many other areas of research need to be addressed. It concluded that indeed, security of 
information sharing influences patient dissatisfaction. However, the investigation was not 
conclusive. Many other areas were either underdeveloped or not touched by the study in focus. 
One of the suggested areas for furfure research is deliberating on the mediating effect of patient 
consultation on the relationship between security of information sharing and patient 
dissatisfaction. Also, since the research has been overly about patient dissatisfaction, it would 
be interesting to consider one that captures patient satisfaction. Finally, another potential area 
of study is determining the opinions of healthcare personnel regarding emerging technologies 
that seek to protect patient privacy. 
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